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Agenda

* Today — what are the big things in HTM and
Healthcare today?

* Tomorrow — what can we expect of HTM and
Healthcare in the future?

 What should | do to prepare for the changes?



10 of the latest medical technology
innovations to have impact on healthcare

Digital health records
Remote patient monitoring
Big data

Cloud computing

Acceptable and safe data
storage

Telemedicine
Mobile apps
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Wearable sensor technology

10 Electronic health records
https://techengage.com/technology-and-healthcare/



12 Trends That Will Dominate
Healthcare IT in 2019

Using IT to help achieve patient engagement/experience
Digital health

Al

Population management

Payers to provide total care management
Interoperability

EHR optimization

Protecting health information and data security
Value based care

10. Virtual care

11. Cloud

12. Clinical decision support and real-world evidence
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https://www.healthdatamanagement.com/list/12-trends-that-will-dominate-
healthcare-it-in-2019



New Major Vendors in Health IT

BIG TECH IN HEALTHCARE

How the Big Four tech companies are transforming healthcare in the US

Strengths

Weaknesses

Opportunities

Threats

Alphabet

Google Cloud Platform
Al

Clowd infrastructure
Werily Life Sciences

Fragmentation
Lirmited clinical evidence
of platform effectiveness

Population health
Pregision medicine
Clinical decision support

AWS' and Microsoft's lzas
Data security
Consumer trust

damazon

AWS
Alexa
Supply delivery

Limited clinical evidence of
platform effectiveness
Health system relationships

hiedical supply services
Personalized health
benefits

Google's and Microsoft's
laas

Incumbernt MEA activity
Consurmer trust

iPhone consumer base
Apple Whatch
App Store frameworks

Audience limited to i05
Limited clinical evidence of
device effectivensass

Personalized haalth
insurance

Remate patient monitoring
mHealth

Competing device
rnanufacturers

Mon-i0% ecosystem grawth
Consumer trust

Azure
Healthcare NEXT
Ilicrosoft Genomics

Muted customaer
AWAreness
Small developer
community

Population health
Precision medicine
Clinical decision support

AWS and Googla’s laas
Diata secarity
Consurmer trust

BUSINESS

INSIDER

INTELLIGERGCE

https://hitinfrastructure.com




Google in Health IT

* Google and Apple have both secured
additional patents for healthcare IT
infrastructure technology.

* Google’s patents include several
focused on its artificial intelligence (Al)
technology DeepMind and its
healthcare disease and research entity MAYO
Veri y CLINIC

* Applications for Google Assistant
(Mayo First Aid)

Y




Google adds Cleveland Clinic CEO

Dr. Toby Cosgrove

Former Cleveland Clinic CEO Toby
Cosgrove goes to Google

By Rachel Z. Amndt | July 23, 2018
Former Cleveland Clinic CEO Dr. Toby Cosgrove is heading to Google, where

he'll be executive adviser to the Google Cloud healthcare and life sciences team.

In the role, he'll help the company pursue what Google and others are calling the
"guadruple aim" of lowering costs, iImproving the patient experience and
outcomes, as well as making the healthcare experience better for providers.

The addition of provider experience to the so-called "triple aim” reflects the



Apple in Health IT

* Apple has filed over 50 patents that will allow
the iPhone to be used as a medical device to
track patient health.

* Recently hired 50 medical doctors in wireless
push*

 Working with J&J on atrial fib research

MarketWatch

Apple and Johnson & Johnson collaborating on
heart research project

By Sarah Toy
Published: Jan 17, 2019 8:43am. ET

Johnson & Johnson's Jt 82% Janssen Pharmaceuticals Inc. is collaborating on a multi-year research study with
Apple Inc. AAPL +0 Iook at improving outcomes for patients with atrial fibrillation, the companies announced
Thursday. The st | investigate whether a heart health app by Johnson & Johnson, combined with Apple Watch's
iregular rhythm notifications and ECG app, can accelerate diagnosis and improve outcomes for people with atrial
fibrillation. Atrial fibrillation is a condition that affects 33 million people worldwide and can lead to blood clois, stroke and
heart failure. The study will be based in the U.S., the companies said, and subjects will be individuals 65 years or older.
Shares of Apple were down 0.5% in premarket trade Thursday and have fallen 1.8% in the year to date through
Wednesday. Shares of Johnson & J
Dow Jones Industrial Average DJIA

http://fortune.com/2018/12/13/apple-hires-medical-doctors/




Microsoft in Health IT

* Microsoft’s patents include expanding on its Al
technology to help monitor chronic disease.

» Cloud storage Azure. S= Microsoft

* Major deal with Walgreen’s in Jan 2019
— Move Walgreens IT infrastructure to Azure
— Microsoft 365 to Walgreen's employees
— “to build health care solutions”
— “digital health centers”
— “sell select health care related hardware and devices

https://www.thestreet.com/markets/microsoft-shares-up-after-major-health-care-deal-
with-walgreens-14834582




Amazon in Health IT

 Amazon’s health IT project known as 1492 is
focused on interoperability among disparate
EHR systems to make it easier for healthcare
organizations to migrate to new EHR systems,
as well as helping entities share data with
other healthcare systems. The project aims to
make EHR data more available to clinicians as
well as patients.

e Largest cloud storage in industry.




Smart Hospital for sale on Amazon

A New York-based company called EIR Healthcare
is now selling units of its hospital room, dubbed
MedModular, for $814 a square foot on
Amazon.com, which the company claims is more
affordable than traditional construction. The
design is customizable but all the rooms come
with a bathroom and a bed.

* These rooms don't come cheap at $285,000 per
unit, but they are targeted to business buyers
that are increasingly flocking to Amazon

https://www.cnbc.com/2019/01/24/medmodular-prefab-hospital-rooms-on-amazon.html




Apple Announces Health Records on
iIPhone

* Announced in early 2018

* Partners with Johns Hopkins,
Cedars-Sinai, Penn Medicine, #=
Geisinger Health System, UC |{ "~
San Diego Health, UNC
Health Care and other
participating hospitals and
clinics

https://www.apple.com/newsroom/2018/01/apple-announces-
effortless-solution-bringing-health-records-to-iPhone/




FDA clears first EKG reader for Apple
Watch

* FDA cleared the first medical device
accessory for the Apple Watch in
November 2017

e AliveCor’s KardiaBand
electrogardiogram reader

e Uses Al to analyze data from the
watch’s heart rate and activity
Sensors

https://www.theverge.com/2017/11/30/16718978/fda-medical-device-accessory-apple-watch-alivecor




AliveCor also has a less expensive
model - KardiaMobile

$99
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Patient:
Recorded:
Heart Rate:

Finding by Mormal "
AliveCor: Kardia

Here is the report you get |
back from AliveCor on -ﬂ| S NG 4 7N = G i S0 | N 0 0 i 21
your ECG

You can store it with
AliveCor for $10 a month SRS e

!
s o

N\Ijll_f\_;.— - ll\_/\_ et

Or you can just send it to
you email in an encrypted
PDF format

. | |
5 S8 Mﬁ;\ﬂi A b ke e b

What lead is being recorded |
it | am using each finger to L LhAT e N R T TR LR
record? |

{c} Copyright 2012-2018, AliveCor Inc, Kardia v5.2.1.1579, Report v5.2.1, UUID: 3584557 0-F4B8-4150-AT48-33022304 395E Page 1 of 1



Apple Watch Series 4

* Apple just received FDA approval for taking an
ECG on an Apple Watch

76 BPM 10:09 ‘

24 sec

It helps to rest your
arms on a table or
your legs.




Apple Watch Series 4

e Now includes fall

detection
* Big seller for senior
CitlzenS FALL DETECTED

CALLING EMERGENCY

SERVICES




CES 2019 Announcement

Aura Bioimpendance monitor
Tracks body composition and hydration levels




CES 2019 Announcement

Samsung “Bots” and exoskeleton




CES 2019 Announcement

Diapason tinnitus mobile app

There's no magic cure for tinnitus. If you're one
of the millions that suffer from this condition --
a strange ringing or buzzing in the ear -- coping
can be a constant struggle. Diapason, a French
startup, has distilled some of the best
treatments into a mobile app that people can
use anywhere. It offers a series of three-to-five
minute activities, served through daily
collections, that are personalized to the
particular frequency or pitch that your ears are
struggling with. The activities are basically
mini-games that can, the company claims,
deliver tangible results in as little as two weeks.




CVS-Aetna Merger

* CVS acquires Aetna for $69 billion

* Largest pharmacy and third-largest health
insurer

http://thehill.com/policy/healthcare/378145-shareholders-overwhelmingly-approve-cvs-aetna-merger




Cigna to buy Express Scripts

* Cignha buys Express Scripts for S67 billion

* Express Scripts is the largest independent drug
middleman in the U.S.

http://thehill.com/policy/healthcare/377354-cignha-to-buy-express-scripts-in-67-billion-deal




Large Hospital Systems create
nonprofit drug company*
* Hospital executives expressed frustration over
scarcity of essential drugs

e “This is a shot across the bow of the bad
guys”, said Dr. Marc Harrison, chief executive
of Intermountain Healthcare

 The hospitals state they are tired of the
increasing shortages and price escalation

*NY Times January 18, 2018



Amazon, Berkshire Hathaway and JP
Morgan Chase

* January 2018 Amazon, Berkshire Hathaway
and JP Morgan Chase announced they are
working together to create a new health-care
venture for their own staff aimed at

“improving employee satisfaction and
reducing costs”

* Will work first on technology as a way to

provide simplified, affordable access to
medical services

https://www.nytimes.com/2018/01/30/technology/amazon-berkshire-hathaway-jpmorgan-health-care.html

https://www.nytimes.com/2018/01/30/business/amazon-health-care-plan-
reaction.html?action=click&contentCollection=Technology&module=RelatedCoverage&region=Marginalia&pgtype=article




A.l. for the Simple Things

“Amazon could assume drug
distribution. They could start to use
voice platforms, like Alexa, to help
discuss symptoms and get feedback,
to coordinate hospital post-op care
through voice-activated A.l., to do
these and other rote things.”

— Dr. Eric Topol, director, Scripps
Translational Science Institute in San Diego

https://www.nytimes.com/2018/01/30/business/amazon-health-care-plan-
reaction.html?action=click&contentCollection=Technology&module=RelatedCoverage&region=Marginalia&pgtype=article




“Alexa | Have a Sore Throat and a
Runny Nose”

* “This might answer your question ...”
 “Here is what | found on WikiPedia ...”

— Pain medication such as nonsteroidal anti-
inflammatory drugs ...

— Mayo Clinics advises gargling with salty warm
water and resting the voice

— Without treatment the symptoms typically lasts
two to seven days



“Alexa What's the Closest Hospital”

all AT&T M-Cell =

* “Based on your zip code
settings here are a few

examples ...”

Amazon Alexa il 2:09 AM T % 87% =)
®
_;V‘
177E.N Us
287 Hwy
© 43°
1776 N Us 287 Hwy
25 mi
Directions
31 min drive
Address

1776 N Us 287 Hwy
Mansfield, TX 76063
United States

hospital

Velp-:t

Baylor Emergency Medical Center - Mans...
1776 N Us 287 Mansfield, TX 76063

3 miles away

7 reviews on

Texas Health Emergency Room
8020 Matlock Rd Arlington, TX 76002
3.1 miles away

15 reviews on

Texas Health Emergency Room

995 N Walnut Creek Dr Mansfield, TX 76063
3.9 miles away

6 reviews on

Texas Health Emergency Room
4747 Little Rd Arlington, TX 76017
5.5 miles away

12 reviews on

SEE MORE ON YELP




“Hey Siri | have a Runny Nose and a

Sore Throat”

* Siri wasn’t as good as
Alexa in answering this
guestion ...

* | don’t think an OB/GYN
clinic, an eye doctor, an
Orthopedic Specialists or
a Dermatology Center will
help me out!

ull AT&T M-Cell T 2:40 AM 7 % 78% [wm)

Hey Siri | have a runny nose and a
sore throat

One option | found is MacArthur OB/
GYN on Westpark Way in Euless.

&, MAPS

MacArthur OB/GYN
Obstetricians & Gynecologists - 3.0 miles
(17) on Yelp

America's Best Contacts & Eyeg...

N
& Optic... - 3.0 miles - Closed Today =
(14) on Yelp - $$ —

Texas Orthopedic Specialists
Orthopedist - 3.8 miles - Closed Today
*kJk% (6) on Yelp

Arlington Center for Dermatology o el
Dermatologist - 2.3 miles - Closed Today
(12) on Yelp




“Hey Siri What's the Closest Hospital”

all AT&T M-Cell & & 2:35 AM = % 80% =m

e Siri was much better at
answering this question —

Hey Siri what's the closest hospital

The closest one | found is Texas

even better than Alexa il = Mot
because of the location data do s

(not perfect — this is their T e
corporate headquarters!) e

* This might be fixed in Alexa

by adding your address in
the App




Speak to Your CMMS

* At least one current
CMMS allows you to
speak to your phone to

document a work
order

e How’s that for a time
saver!




Using an Amazon Echo Show to
Consult with your doctor

* Imagine being able to
talk with a doctor over
a device at your home?

* Lenovo and Google are
designing similar
devices for the home

* Telehealth surged 58%
from 2016 — 2017*

* https://www.modernhealthcare.com/care-delivery/telehealth-use-surged-2017




Medical Devices on Your Phone

* Ultrasound

* EKG

e Pulse Oximetry
 NIBP

s ‘s\

N
P 10:09
{

https://www.linkedin.com/pulse/why-digital-app-based-ultrasound-soon-bring-
next-medical-sharma/




Medical Data and Knowledge

* Mine your data in your
CMMS to make better
informed decisions

* Good information is the
key to better decisions.
Make sure your data is
clean and accurate.

AAMI Horizons Summer 2018

F

Larry Fennigkoh, £1D, ¢

Horizons Summer 2018

Data Mining CMMSs:

How to Convert Data into Knowledge

Larry Fennigkoh and D. Courtney Narney

Abstract
Although the healthcare technology manage
ment (HTM) community has decades of

L

reliable. Most of these systems allow users to
generate a variety of customizable reports
and summary metrics on the performance of

d medical de d maintc-
nance data, little knowledge has been gieaned
from these data. Finding and extracting such
knowledge requires the use of the well-cstab

lished, but admittedly somewhat forcign to

activities. The classic and
‘management value of such reports and
metrics helps HTM departments schedule
device maintenance and summarize, track,
and report the volume and, especially, costs

HTM, application of . This
article sought to provide a basic background on
infereniial stafistics and describe a case study of
their application, limitations, and proper
interpretation. The rescarch question associated
with this casc study involved cxamining the
effects of ventilator preventive maintenance
(PM) labor hours, age, and manufacturcr on
needed unscheduled corrective maintenance
(CM) labor hours. The study sample inchuded
‘more than 21,000 combined PM inspections
and CM work orders on 2,045 ventilators from
26 manufacturcrs during a fvc-year period
(2012-16). A multiple regression analysis
revealed that devicc age, manufucturer, and
accumulated PM inspection labor hours all
influenced the amount of €M labor significantly
(P < 0.001). In essence, CM labor hours
increased with increasing PM labor. However,
and despite the statistical significance of thes:
predictors, the regression analysis also indicated
that ventilator age, manufacturer, and PM
labor hours only cxplained approximately 16%
of all variability in CM labor, with the remain-
der (84%) caused by other fuctors ihat were not
included in the study. As such, the regression
model obtained here is not suitable for predict-
ing ventilator CM labor hours.

Since the introduction of personal comput
ers in the early to mid:1980s, the healthcare
technology management (HTM) community
has faithfully and rigorously documented the
results of its medical device repair and
‘maintenance activities. Sophisticated

associated with activities to
both department administration and regula-
tory agencies.

Despite the managerial necessity and value
of these summary reports and metrics,
virtually all CMMSs are limited to the use of
descriptive statistics: means or averages
ratios or percentages, and perhaps some
‘measures of dispersion (standard deviation,
variance, or ranges). Although these descrip-
tive statistics are important and appropriate
for summarizing maintenance activity and
costs, they are unable and unsuitable for use
in interrogating data on a deeper level—:
scientific process that leads to new knowl-
edge. The analytical tools needed to convert
o extract knowledge from data belong to
inferential statistics

The intent of this article was to review the
fundamental concepts associated with these
inferential statistical tools and, via a case
study example, demonstrate their proper use
and limitations in converting raw data
into knowledge.

How Inferential Statistics Are Used
Figure 1 illustrates the classic way in which
inferential statistics are used. Typically, the
focus of interest is how the larger group (or
population) of peaple (or parts or devices)
will respond under specific conditions or the
relationships that may exist within or among
these conditions. Because measuring or
testing everyone or all things within this
larger group typically is not possible or

systems (CMMSs) have made these tasks
considerably easier, efficient, and more

practical (and preferably
random) samples are selected. Controlled
test conditions (or treatment(s}; e.g., drug or




Holographic Imaging

* Holographic Imaging Market to witness
remarkable growth by 2024

* Detect serious issues with sensitive organs
such as the brain, the abnormalities of which
are particularly difficult to interpret

* This technology finds applications in
ophthalmology, urology, pathology, and
orthopedics

http://www.newequipment.com/industry-trends/holographic-imaging-set-take-world-storm




Al and Machine Learning in Medical
Imaging

Al could improve health Y
outcomes by 30-40% |

Mavyo is using it for genetic
markers in MRI

Stanford has developed an

Al algorithm that can
diagnose up to 14 types of s
medical conditions

Memorial Sloan Kettering

: N
il \ M BN

using for prostate cancer



Al and Machine Learning in Medical

Imaging

* Derive actionable insights
from your machine log
data

— Know when a tube needs
to be replaced

— Increases uptime since
you KNOW when to
replace components

— Know the usage of devices

glassbeam-

llllllllllllllllllllll

Exams Exam Duration Idle Time

3451 1211 Hrs 123 Hrs




Al for the Operating Room

* Using Al and computer vision during surgery*
* Uses Al to ‘road map’ surgeries as it happens

* Reduces risk
* Makes surgery safer

*OR Today October 2018 Digital Surgery Deploys Surgical Al System for the Operating Room



Virtual Training

 Milwaukee, Wis —June 1, 2018 With
25 percent of the Healthcare
Technology Management (HTM)
population expected to retire over
the next 10 years, hospitals and
healthcare systems face an increasing
challenge to train the next generation
of professionals safely, affordably and
efficiently. At AAMI 2018, GE
Healthcare is introducing interactive,
customizable training options
enabled by Virtual Reality (VR)
technology for HTM professionals
who service CT and MR equipment.

https://www.genewsroom.com/press-releases/ge-healthcare-introduces-virtual-
reality-training-healthcare-technology-management




Virtual Reality in Medical Equipment
Planning

* |nitial design of hospitals
was on paper -

e Later mockups were done o el bl b
to give a better idea of N = r;
flow and room B - - L

* Newer VR technology will
give physicians, clinicians
and planners a better idea
of space and equipment
location

ll
i

)

|
|
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https://mcdmag.com/2017/09/enhancing-healthcare-planning-through-virtual-reality/




Smart Stethoscopes

 Smart Stethoscopes are
being designed by several
companies that interface
with a smart phone or |
smart watch |

e

e https://stethio.com/
e https://www.stethee.com/




Robots

e Surgical robots
* UV cleaning robots
* Supply chain robots

WHE L
EAINTELE TN
1

https://1technation.com/the-robots-are-coming-who-will-maintain-them/




3D Printing

* |Imagine being able to print
parts for your equipment? ;" ANR

* The U.S. Military training
for BMETs is already 11
working on this at their
school in San Antonio,
Texas.
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Cybersecurity is the new Electrical
Safety Concern for HTM

* AAMIBlog December AAMIBLOG

HOME  ABOUTPOSTING  GUIDELINESFORUSE  LIBRARY ~ CONTACTUS  WWW.AAMILORG

David Braeutigam: Cybersecurity Is the New Electrical
Safety Concern for HTM

fo) 5

2018

* Cybersecurity Is the T
New Electrical Safety “
Concern for HTM
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Cyber Security and HTM

It continues to be a HUGE issue

HTM and IT need to work TOGETHER

to solve D cloudPost

HTM needs staff that understands accruent
Cyber Security and how to work with .
their vendors and IT counterparts  $>Zingbox

This past AAMI Conference there ASIMILY
were more Cyber Security companies g%

displaying their products nuvolo
SR

ibility for Medical Devices



So We Now Have New Tools!

rmp,Lunf dede 3 “ftmp;hackupfcnanpESEWd'
”HtmpftﬂanSEEerty' -= " ftmp/backup/conf/security’
“ftmp/conf/security/namespace.conf' -= T /tmp/backup/conf/security/namespace.conf’
Stmpfocont/security/limits,. conf’ == ipSbackup/cont/security/limits. cont’
“Stmp/conf/security/namespace.init' -= " /tmp/backup/conf/security/namespace.init’
Jtmpfcont curity/sepermit.conft' -= ~/tmp/backup/confs/security/sepermit.conf’
“ftmp/cont curity/access.conf' -: tmp/backup/conf/security cess.conf’
“ftmpfconf/security/pam env.conf’ Jtmp/backup/conf/securit am_env.conf®
“/tmp/conf/security/group. conf' -> n/backup Jnffﬂvrurlt r/group.conf!
Stmp/conf curity/namespace.d’ -: f ‘backupy T y/namespace.d’
"ftmp“rﬂnf curity/time. conf' -= " /tmp/backup/conf/securi Timp rnnf'
curity/limits.d* -= " /tmp/backup/conf/security/
tmps
tmpd BV ERpYBEERUpY
'H_dhﬁﬁl.ftmpfbackupi 1s -1
total 4
drwxr-xr-x 3 vivek vivek 4096 Apr 10 22:08

LINUX
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ldentify Network Medical Devices

* |dentify IP address, MAC address, OS version,
patch version, virus protection vendor and
version, etc.

* |dentify the type of PHYSICAL security on
devices —i.e. cable lock, locked door, etc.

* Work with vendors to obtain MDS2 and
determine the OS version, patches, etc. that
you should be running at for maximum
protection



Resources Available

AAMI Horizons 2014

AAMI Medical Device
Cybersecurity

AAMI TIR57:2016 Principles for

medical device security
IEC 800001

Search BI&T for Cybersecurity
papers

Subscribe to information on
Cybersecurity

— HealthlTAnalytics.com

— HITInfrastructure.com

AAMI

A Guide for HTM Professionals

AAMI

ersurlt E ¢

In Healthcare {

¥ What You Need o Know

rrrrrr

n L. Grimes, FACCE, FAIMBE, FHIMSS
ISSP, HCISPP

— 4 ‘lechnical
Intormation
Repon

Technical
Information
Report

AAMI TIRST
2016

ANSI/AAMI/
IEC TIR80001-
2-1:

I



Future of Medical Devices

e Gartner in their healthcare report estimates
that “by 2020, the number of medical devices
requiring security hardening by a healthcare
provider will increase by 45%.”!

 Verizon states that healthcare ranks number
two in breaches, which is no surprise.?

1 Gartner, Top Three Security and Privacy Impacts of Connected Medical Devices on
Healthcare Providers, Saniye Burcu Alaybeyi, Marc-Antoine Meunier, Gregg Pessin, 27
September 2017

2 “2017 Data Breach Investigations Report,” Verizon



Change is Constant

* As a security and risk professional in healthcare, there’s one
thing you can always count on — change is constant. Innovative
ways of delivering quality care are dramatically transforming
the digital landscape in this sector. One of the biggest game
changers is the push for new Internet of Things (IoT) devices
and other connected technologies designed to enhance
patient care and save lives. While these innovations have
enormous benefits for patients and caregivers, they come with
new security and compliance challenges.

https://www.forescout.com/company/blog/need-strategy-compliance-asset-management-
healthcare-facility-start-visibility/




Connected Medical Devices

Do you know how many connected devices you
nave at your hospital?

Probably 90-95% of your imaging devices are
connected

The balance of IV pumps, patient monitoring,
EKG carts, Lab equipment, etc. is probably about
25%

Roughly 25-30% of medical equipment is
connected NOW!!

Expect that to grow in the future.




So What Does All This Mean for HTM?

Our field is evolving — but it always has
More IT knowledge and IT work will be required

e More information about data and what to do
with it will be required

* WE need to be prepared for these new changes

* The CORE of what we do does not change
though — providing patient safety!



What Should You Do?

Make sure your CMMS is clean and up to date
— Good data is KING for the c-suite

Make sure IT information is included in your CMMS
including:

— |P address, MAC address, patches, virus info, OS, etc.
Have all staff trained on basic IT: A+ and Network+

Create a position for Cybersecurity of Medical Devices in
your department

If you are a department head then get ITIL certification to
understand how IT works

Start working with IT and proactive Cybersecurity measures
— Accruent, Assimily, CloudPost, CyberMDX, Nuvolo, ZingBox, etc.




Questions and Discussion



