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Digital Credentials

Who is here? Do you want to....

Increase employee engagement and
retention?

Find skilled employees and talent faster?
Prove/document employee skills

Increase the security of your workforce



WHAT YOU What are digital credentials?
WILL LEARN

Who uses digital credentials?

Why should anyone use them ?

How to use implement



What are Digital Credentials?

Identify Authenticate Data
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Why do we Need Digital Badges?

What is in a degree”? Example

How much value do you place on degrees? Why?

Can degrees be forged? What are some mmplications of this?
Process of creating/building degrees

Shareing degrees



Badges - What they are Not

A Educational Gimmick
New Technology
Participation Trophies - Are CE credits?

Just an Image
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id

type

reciplent
badge
verification

iIssuedCn
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Expected Type
IRI

JSON-LD type
(Multiple values
allowad)

IdentityCbject
@d: Badgellass
VerificationObjec
DateTime

&d: Image

@id: Evidence
(Multiple values
allowead)

Just an Image?

Description

Unigue IR for the Assertion. If using hosted venfication, this should be the UR| where the assertion is
accessible. For signed Assertions, it is recommendead 10 use a UUID im the urn:wiid namespace,

valid JSOM-LD representation of the Assertion type. In most cases, this will simply be the string
Asserticn. An amray incleding Assertion and other string elements that are either URLs or compact IRis

within the current context are allowead.

The reciplent of the achlievement,

IRl or document that describes the type of badge baing awarded. If an HTTPMHTTPS IRl The endpaint
should be a Badge{lass.

Insiructions for thind parties o verify this assertion. (Alas “verdy”™ may be used in context,)
Timestamp of when the achievement was awarded.

IRl or document representing an image represanting this user's achiavemant. This must be a PNG or
SVYG image. and should be prepared via the Baking specification. An ‘unbaked’ image lor the badge is
delined in the BadgelClass and should not be duplicated here,

IRl or document describing the wark that the recipient did to earn the achievemant. This can be a page
that hinks out to other pages if inking directly to the work s infeasible,




Who uses Digital Badges?

AWS @
certified

Cloud
Practitioner

£  Electrical %
Safety




Why are companies using them?

@ Team Building - IBM
-~ :
\ Build Brand

* Motivation




Case Studies

IBM’s Open Badge Levels

Explorer Advocate Inventor Certified Excellence

Knowledge Skills Capabilities Authority Eminence
Completes aquiz or Demonstrates a skill Designs and develops Has completed a solution, Deep understanding of
asse ssment o has applied the skill new solutions certification or developed  highly complex subjects
a certification

FOpenBadpes Edavid |easer lbrm. biz/badging



Gamification

"1s leveraging the human need of wanting to compete and
facilitating the release of dopamine to increase engagement,
participation and loyalty"

Still a pretty early field



According to Talent LMS

39% of employees like gamified
work

Majority thought they would
stay longer with the company



How we
use Badges

CERTIFICATE

DEGREE

&




ow can Industry and
ducation work Together?

Academic Track

* Aligns with the NICE
Framework and
cybersecurity
work roles

ACADEMIC TRACK

PCNSE-—Certified Network Security Engineer

Panorama Managing Firewalls at Scale (EDU-220) FUTURE

Optimizing Firewall Threat Prevention (EDU-214)

PCNSA~-Certified Network Security Administrator

Cybersecurity Prevention &

Countermeasures—4a5 hours Firewall Essentials -
Configuration and

Cybersecurity Infrastructure '::':&?;;T
Configuration—45 hours
PCCSA—Certified Cybersecurity Associate
Cybersecurity Essentials—45 hours
(Network Security Essentials)

Cybersecurity Gateway—45 hours
(Networking Fundamentals)
Cybersecurity Foundation—15 hours
(Introduction to Cybersecurity)

Figure 1: Course and certification roadmap

TECHNICAL TRACK

Technical Track

» Aligns with
Palo Alto Networks
work roles

+ Must be taught over
an academic term

s palo

alto

NETWORKS



Process —4 Identify

Create

-1 Evaluate

) Document

Share




xample of a Badge

Badge I
ST Badge Description SR

)\ |ELECTRICALSAFETY TESTING

Electrical

f ')
safety Able to perform electrical safety testing in accordance with NFPA and 150 standards

FRiomedscal, HELSCtronscs, NERgIneering, FHealthcare, MHTM

Able to: Perform ground wire resista nce with ESA and multimeter Perform Earth Ic.aha;g::-. Enclosure Iq.ah;j;g::-.
Patient leakage, and Patient Auxiliary leakage according to IEC 60601 standards Perform Earth leakage,
Enclosure leakage, Patient leakage, and gatient Auxiliary leakage according to NFPA %9 standards

Badge Hashtags Badge Criteria



Documentation

Documentation - A video showing the performance tests
(power output, power distribution, high frequency) of the ESU using an ESU analyzer,

Power Distribution- https:// www.youtube.com/watch?v=BEla54B795o&feature=youtu.be
Power Output- https:// www.youtube.com/watch?v=V/7/LIPXkMBT8 &feature=youtu.be
HF Leakage- https://www.youtube.com/watch?v=PwXLIbPJVAM&feature=youtu.be



Share and Find

Y Matthieu BILLAUX - 3rd+ "
Staff Security Engineer and Team Manager
4mo « @

Digital badge finally arrived.
This was a tough exam, | really enjoyed it!

' GIAC Web Application Penetration Tester (GWAPT) was issued by Global
Information Assurance Certification (GIAC) to Matthieu Billaux.

youracclaim.com + 1 min read

O @ 111 - 16 Comments

Reactions

@Qoa&N@a




Application for
Online Learning

What makes SPC different than others?

How can we make online education work in HTM?

What are the impacts?



Why would this type of model

appeal to industry?
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Tuition

*Mastery Badge — $654
*Quest Bundles — $108-144
*Individual Quest Badge — $60
«Individual Trek Badge — $40

Time frame

*Mastery Badge — 16 weeks

*Quest Bundles — 4-8 weeks
«Individual Quest Badges — 1-3 weeks
«Individual Trek Badges — 1-2 weeks

Badge Expiration

Badges in this program expire after
three years from the date earned to
ensure up to date knowledge of
practices in the industry.



Current Work


https://drive.google.com/file/d/1i2mJxd_PtVz6WCKNrvTJxwznWWUFodkE/view?usp=sharing

Questions

S0 what do you think are some
advantages and disadvantages of
digital badges?

How might you use digital badges in
your organization?



Online options
Tailored training
High school outreach

New credentials in high demand skills



Contact

Brian Bell Ph.D.

727-791-2401

Bell. Brian@spcollege.edu
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