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A Brief History of Time

● American Recovery & Reinvestment Act (ARRA)
○ EHR Meaningful Use

● Cyber Security Act 2015
● WannaCry 2017
● HICP 2018
● HITECH Amendment 2020
● EO Improving Nations Cybersecurity 2021
● Omnibus Bill - 2022
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Healthcare Breach Statistics - 2022
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HIPAA Journal: June 2022 Healthcare Data Breach Report



Verizon Data Breach Investigation – Report 2022
Healthcare Industry
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Basic Web 
Application Attack

System Intrusion



21% of Ransomware Attacks – Medical & IoT Devices
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Negatively Impacting Patient Outcomes
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IT vs Extended Internet of Things (XIOT)

8

Unique Protocols
Proprietary OS
No Anti-virus
Remote Access
Patient Safety
Patching Process
Traditional Security Tools

 Modality – type, make and model

 Version – OS type & patch

 Software – embedded software and 
utilized protocols

 Unique Identifiers – serial number, 
hostname, MAC address, Location – 
SSID, access point (AP), AP location

Complexity

Visibility Needed

BMS Devices



Cyber-Physical Systems (CPS) Security Journey
Gartner’s 6-Phase approach to Achieving CPS Security Maturity
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IT
IoT

IoMT
BMS

Phase 1  

Awareness

Recognize, commit to 
addressing the need 

for CPS security

60% of orgs are here*

Phase 2  

Visibility

Gain CPS visibility via 
asset discovery, 

network mapping 

Phase 3  

“Oh Wow!”

Identify security blind 
spots, risks, 

governance gaps

30% of orgs are here*

  Phase 4

Firefighting

Prioritize & address 
top blind spots, risks, 

governance gaps

Phase 5  

Integration

Integrate & align CPS with 
SOC/IT security program, 

tools, governance

10% of orgs are here*

Phase 6  

Optimization

Harness CPS security 
capabilities to drive 

operational resilience



Medical Technology Security
Areas of Attention

Vuln & Risk Management

Device Discovery

Network Protection Threat Detection Device Management Lifecycle Management Operational Intelligence



Regulation and Legislation
Aligning Security Function with Basic Cyber Hygiene for Connected Medical Devices

Vuln & Risk Management

Device Discovery

Network Protection Threat Detection Device Management Lifecycle Management Operational Intelligence



Regulation and Legislation
Aligning Security Function with Basic Cyber Hygiene for Connected Medical Devices

Vuln & Risk Management

Device 
Discovery

Network Protection

Threat Detection

Device Management

Lifecycle Management

Operational Intelligence



In The News……
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March 27th Politico reported……
 

“The Biden administration will pursue new policies to further secure the health care sector and medical devices against cyberattacks in 2023, 
and is considering using either executive orders or support legislative efforts to accomplish these goals, an administration official says.

Big picture: The effort comes after two years of escalating cyberattacks on hospitals and health care organizations that have made it even 
more difficult for them to cope with both the Covid-19 pandemic and complicated efforts to tackle ongoing IT security vulnerabilities.

A senior administration said that the White House is “working closely” with the Department of Health and Human Services on the agency’s 
effort to identify the most critical hospitals and health care groups, and to then develop “minimum standards” for cybersecurity. This is similar 

to what the Transportation Security Administration did for critical pipeline groups in the wake of last year’s crippling ransomware attack on 
Colonial Pipeline.

 
More to come: The official noted that the White House will be carefully assessing the HHS program and “based on that, determining how that 

scales” across the wider health care sector. Further, the administration is considering federal grants for hospitals to adopt certain minimum 
cybersecurity requirements for medical devices, and the Cybersecurity and Infrastructure Security Agency is working to produce security 

products for the healthcare.”
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Aligning Health Care Industry 
Security Approaches

HHS 405(d) HICP 2023

 Congressionally Mandated
 Public/Private
 Convened by HHS in 2017
 Comprised of over 230 + 

• information security officers 
• medical professionals
• privacy experts
• industry leaders



HITECH Amendment  

Amend HITECH Act - consider certain recognized security practices

HHS must consider it when making decisions for things like audits and 
enforcement 

HHS can take Recognized Security Practices into consideration to:
1. Reduce fines
2. Decrease length of audits/increased favorable result
3. Mitigate remedies during Settlement negotiations (CAP’s, etc.)

Demonstrate recognized security practices for at least the previous 12 months

Recognized Security Practices
1. NIST
2. 405(d) – Cybersecurity Act of 2015

https://www.congress.gov/116/plaws/publ321/PLAW-116publ321.pdf
https://journal.ahima.org/page/navigating-the-new-hipaa-safe-harbor

H.R.7898 — 116th Congress (2019-2020) 

Signed January 5, 2021  |  Public Law No: 116-321

https://journal.ahima.org/page/navigating-the-new-hipaa-safe-harbor
https://journal.ahima.org/page/navigating-the-new-hipaa-safe-harbor


Top 5 
Most Impactful 
Cybersecurity Threats

Social Engineering

Ransomware

Loss or Theft of Equipment or Data

Insider Accidental or Intentional Data Loss

Attacks Against Connected Medical Devices

1. Email Protection Systems
2. Endpoint Protection Systems
3. Access Management
4. Data Protection and Loss Prevention
5. Asset management
6. Network Management
7. Vulnerability Management
8. Incident Response
9. Medical Device Security
10.Cybersecurity Oversight & Governance

Top 10 
Most Impactful 
Mitigations
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Areas of Impact 
PHI 

Medium Sub-Practices 
9.M.A Asset Management 
9.M.B Endpoint Protections 
9.M.C Identity and Access Mgmt. 
9.M.D Network Management 
9.M.E Vulnerability Management 
9.M.F Contacting the FDA 

Large Sub-Practices 
9.L.A Security Operations and 
Incident Response 
9.L.B Procurement and Security 
Evaluations 

Key Threats Addressed 
Attacks against network 
connected medical devices that 
can affect patient safety 

405(d) Resources 
Prescription Poster: Network 
Connected Medical Devices 

 Medical Device Security - Sub Practices 
 Asset Management – Asset Discovery & Security (ADS)

 Endpoint Protection – agents & OT 

 Identity and Access Mgmt. – MAC authentication bypass

 Network Management - scaling ZTA with clinical workflows

 Vulnerability Management – maximizing visibility

 Security Operations & Incident Response – reduce false positives

 Procurement & Security Evaluation – don’t onboard more risk

Medical Device Security – Mitigation #9
What are the changes?
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Updated Version 
HICP 2023
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Asset Management – 9:M:A

 Automated - Asset Discovery & Security (ADS) aka Medigate
 AI/ML vs DPI

 Hardware & Software Inventory

 Baseline Network Communications

 Computerized Maintenance Management System (CMMS)
 Single Central Repository – Source of Truth

 Automated Workflow – service ticketing & mitigations
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Endpoint Protection – 9:M:B

 Zero Trust/Least Privilege

 Passive traffic collection - Validation 

 Integration
 Medigate imports IT data 

 Agent – Is there an Agent; Falcon

 High level OS, application list

 Patch level – Remove vulnerability off device

 Reduce alert fatigue

 Medigate exports

 Risk report

 Can the medical device support EDR but not loaded

 Presence of Agent/Falcon reduces risk scores
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Identity & Access Management – 9:M:C

 MAC Authentication Bypass

 Device ID plus Policy Management
 Manufacturer

 Device Type

 MAC Address

 Serial Number

 Policy Creation - Group Management 
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Network Management – 9:M:D

 Challenges of NAC
 Visibility

 Resource Costs

 Resilience/Speed

 Scale

 Clinical Workflow

 Zero Trust – Least Privilege 
 Device Identification – Visibility

 Baseline Behavior – Clinical Workflow

 Integration

 Access Control Lists/SGTs

 Cisco/Fortinet/Aruba – imports ACL and enforces policy
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Vulnerability Management – 9:M:E

 Scanning of Devices
 Ingest into ADS from Vuln Scanner

 List of vuln in their environment

 Change Vuln Status - “Indication” to “Confirmed” increase accuracy

 Decrease noise – alert fatigue

 Safe Scan Targets

 Export medical device IP’s to Vuln Scanner

 Scan areas that contain medical devices - subnet but avoid devices w/ these IP addresses

 Exclusion lists – all infusion pumps, patient monitors, printers, cameras, etc. 

 Risk Categorization
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Procurement & Security Evaluations – 9:L:B

 MDS2 – Manufacturer Disclosure Statement for Medical Device Security
 Import & Index data to the device

 Similar to upcoming SBOM processes

 SBOM – Omnibus Bill/Patch Act

 Intake Triage
 Risk Assessment – Compare Risk of New Device Types 

 Contract Negotiation 
 MC2 - Model Contract Language for MedTech Cybersecurity

 End of Life Support (EOS)
 HIC – MaLTS

 Healthcare Industry Cybersecurity MedTech Legacy Technology Security




Cyber-Physical Systems (CPS) Security Journey
Gartner’s 6-Phase approach to Achieving CPS Security Maturity
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IT
IoT

IoMT
BMS

Phase 1  

Awareness

Recognize, commit to 
addressing the need 

for CPS security

60% of orgs are here*

Phase 2  

Visibility

Gain CPS visibility via 
asset discovery, 

network mapping 

Phase 3  

“Oh Wow!”

Identify security blind 
spots, risks, 

governance gaps

30% of orgs are here*

  Phase 4

Firefighting

Prioritize & address 
top blind spots, risks, 

governance gaps

Phase 5  

Integration

Integrate & align CPS with 
SOC/IT security program, 

tools, governance

10% of orgs are here*

Phase 6  

Optimization

Harness CPS security 
capabilities to drive 

operational resilience
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Summary

● Ransomware Attacks are Increasing
● IT Security vs. OT Security
● Government is Considering Best Practices & Minimum Requirements
● HICP will be foundational
● Cybersecurity Framework Basics – Visibility
● ROI - Leverage Security Data for Asset Management
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• Health Sector Coordinating Council (HSCC)

• Healthcare Cyber - Managing Legacy Technology & Security HIC-MaLTS

• Cyber Risk Mgmt. for MDMs Joint Security Plan 

• Senator Warner – Cybersecurity Is Patient Safety (CIPS)  

• White House Cybersecurity Strategy

• 405(d) Healthcare Industry Cybersecurity Practices (HICP)

• NIST CSF Healthcare Implementation Guide

Resources

https://healthsectorcouncil.org/
https://healthsectorcouncil.org/wp-content/uploads/2023/03/Health-Industry-Cybersecurity-Managing-Legacy-Technology-Security-HIC-MaLTS.pdf
https://healthsectorcouncil.org/wp-content/uploads/2021/11/HSCC-MEDTECH-JSP-v1.pdf
https://www.warner.senate.gov/public/_cache/files/f/5/f5020e27-d20f-49d1-b8f0-bac298f5da0b/0320658680B8F1D29C9A94895044DA31.cips-report.pdf
https://www.csoonline.com/article/3689911/white-house-releases-an-ambitious-national-cybersecurity-strategy.html
https://405d.hhs.gov/protect/hicp
https://healthsectorcouncil.org/hph-sector-cybersecurity-framework-implementation-guide-health-industry-and-hhs-joint-publication/


Thank you
Ty Greenhalgh
Industry Principal, Healthcare
Ty.G@Claroty.com

Connect on LinkedIn
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