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MISSION

Honor Veterans by developing and guiding 
comprehensive management of healthcare 
technologies to assure safe, available, and innovative 
medical technology used to deliver exceptional health 
care for Veterans.

VISION

Be an efficient, innovative and customer-oriented 
Center of Excellence that continually enhances VHA’s 
ability to deliver world class health care for our nation’s 
Veterans through exceptional management of 
healthcare technology as well as position VHA as the 
national leader healthcare technology management in 
the healthcare industry.
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18 

171 

900,000
medical devices and 
clinical systems

2,200
Biomedical Engineering 
professionals

MEDICAL CENTERS

VETERAN INTEGRATED 
SERVICE NETWORKS

CENTRAL OFFICE

US Department of Veterans Affairs (VA) Healthcare Technology Management (HTM)

Overview | VA HTM by the Numbers

$10 billion 
of healthcare technology 

155,000
network connected 
medical devices
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VHA MEDICAL DEVICE 

NETWORKING &
CYBERSECURITY

VA’s MDPP is a comprehensive security initiative intended to better safeguard network-
connected medical devices and mitigate risks to patient safety and cybersecurity.

!!

RISK 
MGMT

OIG 
AUDIT
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!!

RISK 
MGMT

OIG 
AUDIT

Centralized patch approval 
repository with 7,000 entries

Standardized inventory of networked 
devices and clinical systems

Full suite of medical device 
standards and policies 

Robust tracking and reporting 
of vulnerabilities

Annual cybersecurity audit 
readiness program 

VHA HTM relies on the field-based 
subject matter experts who 

volunteer as members of the MDPP  

3 Office of HTM FTEE

10 subgroups

90+ members

60+ unique members 

US Department of Veterans Affairs (VA) Healthcare Technology Management (HTM)

Overview | Medical Device Protection Program

2024 MEDCRYPT CYBERSECURITY VISIONARY AWARD WINNER! | AAMI
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INVENTORY MGMT

VUL MGMT 

CONTAINERIZATION

TRAINING & EDU

REMOTE ACCESS

EMERGING TECH

RISK MGMT

OIG AUDIT

IT OPERATIONS

ISO ARCHITECTURE

US Department of Veterans Affairs (VA) Healthcare Technology Management (HTM)

Medical Device Protection Program | Risk Management

• Identifies the inherited risk and impact to the VA

• Documents and addresses system specific security controls 

• Manages and addresses vulnerabilities

1 2 3 4 5

ENTERPRISE 
RISK 
ANALYSIS

VA 6550 
APPENDIX A

MANUFACTURER
DISCLOSURE

INVENTORY 
LIST

PORTS & 
PROTOCOLS

NETWORK 
TOPOLOGY

VA-specific pre-
procurement assessment 
form for cybersecurity 
features, such as FIPS 140-
2 or 140-3 certification, 
antivirus and OS patching, 
data encryption 
capabilities and electronic 
health record 
compatibility. 

Standard document --
Manufacturer Disclosure 
Statement for Medical 
Device Security (MDS2) -- 
for manufacturers to 
communicate 
cybersecurity information 
about their equipment.

Listing of device name, 
type, model, operating 
system, operating system 
version, and software 
application name and 
versions for all networked 
devices and peripherals 
within the system. 

Diagram showing 
Accreditation Boundary of 
the system, all directional 
communication services 
as identified by the PPS, 
and any communications 
to systems outside of the 
VA network.

Listing of Ports, Protocols, 
and Services (PPS) to 
record communication 
service (SMTP, DNS, 
DICOM, Custom Comms, 
etc.), port numbers, 
protocol (TCP, UDP, IP), 
communication direction, 
external IP 
communications, and 
reason for use. 

Requires VA HTM and manufacturer input for 
all VA networked medical devices and systems 
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US Department of Veterans Affairs (VA) Healthcare Technology Management (HTM)

Medical Device Protection Program | Isolation Architecture

VA segregates its network-connected medical devices from the internal, 
VA enterprise network by utilizing Virtual Local Area Networks (VLANs) 
and protecting them with Access Control Lists (ACLs) or Firewalls. 

ACLs FIREWALLS
Basic traffic filtering

Control traffic flow on routers and switches based 
on predefined rules that filter certain source/ 
destination IP addresses, protocols, ports, etc.

Beyond basic traffic filtering 

Offer advanced security features, threat 
detection, and adaptive capabilities to safeguard 

networks against evolving cyber threats

MEDICAL 
DEVICE 
ISOLATION 
ARCHITECTURE

VLANs

SECURITY

Network segmentation 

Logically divides a single physical network 
into multiple virtual networks 

Each VLAN operates as a separate broadcast 
domain, allowing for segmentation and 

isolation of network traffic 
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US Department of Veterans Affairs (VA) Healthcare Technology Management (HTM)

Medical Device Protection Program | Inventory Management

ASSET 
INVENTORY

NAMING 
STANDARDS

VA’s homegrown Networked 
Medical Device Database (NMDD) 
is the authoritative source for VA’s 
network-connected medical 
device inventory. 

VA’s Medical Device 
Nomenclature Standards (VA-
MDNS) and Naming Standards 
Index (NSI) establish standards 
for naming devices and systems. 

NMDD documents device 
operating systems, ERA 
identification numbers, 
MAC addresses, software 
inventories, etc.

An accurate, complete, and uniform inventory 
is foundational to a successful HTM program 

measuring 
complianceKPIs

Percent of VLANs 
within the inventory

Percent of devices 
with std. category

Percent of devices 
with sufficient data

Percent of devices 
with std. model

Percent of devices 
within the inventory

155,000
network-connected 
medical devices within VA!

VA-MDNS establishes 
consistent category and 
model naming for devices 
while NSI applies to clinical 
systems and links to ERAs.



VA HTM reviews and updates its medical device 

cybersecurity service bulletins at least bi-annually. 
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US Department of Veterans Affairs (VA) Healthcare Technology Management (HTM)

Medical Device Protection Program | IT Operations

VA uses a series of checklists to guide 
the VA HTM community through 

medical device security responsibilities 
across the medical device lifecycle.

IMPLEMENTATION SUSTAINMENT DECOMMISSIONING 
HTM IT OPERATIONS 

CHECKLISTS

Provides easy-to-follow, sequential steps 
in online or printable formats. 

Documents application of cybersecurity 
processes and controls, related ticket and 

work order numbers, and field notes. 

Links to relevant policies, tools, and 
resources for easy reference.



prepares every VA medical 
for audit through annual 

completion of deliverables
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US Department of Veterans Affairs (VA) Healthcare Technology Management (HTM)

Medical Device Protection Program | FISMA Containerization

Requires each federal agency to 
develop, document, and implement 

an information security program

All networked devices must be included in the 

Enterprise Mission Assurance Support Service (eMASS)
for inventory tracking and reporting.

Assets are assigned to different boundaries within eMASS 
and require documentation to demonstrate compliance with 
the security controls and achieve authorization to connect. 

136 Area-Medical Boundaries 

MD-LITE

Streamlines Security Processes

Improves Governance

Allows For Enterprise-level Plans of Actions & Milestones 
POA&Ms

MEDICAL DEVICE 
LEGACY INFORMATION TECHNOLOGY ENVIRONMENT 



VA HTM prepares every VA medical 
center for audit through annual 

completion of deliverables
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US Department of Veterans Affairs (VA) Healthcare Technology Management (HTM)

Medical Device Protection Program | OIG Audit

The VA Office of Inspector General (OIG) 
randomly selects VA medical centers for its 
annual FISMA/Federal Information System 
Controls Audit Manual (FISCAM) audit of 
all devices connected to the VA network, 
specifically related to configuration, 
security, back-up, disaster recovery, etc.

1. Memo to appoint media sanitization personnel MP-6

2. Example of completed Enterprise Risk Analysis (ERA) RA-3

3. Medical equipment management plan MA-6

4. CM and PM schedule and equipment history MA-4

5. Audit log for two medical devices AU-2

6. Access authorization to HTM and IT computer rooms PE-2

7. Vendor visitor check-in log PE-8

8. HTM and IT server room visitor logs PE-8

9. One-month scanning station scan log MA-3

10. Photo of HTM scanning station MA-3

11. Remediation log of all medical device vulnerabilities SI-2

12. Networked inventory compliance and conformance report CM-8

13. Updated medical device inventory N/A

14. ACL remediation log/tickets SC-7

15. Remote Access Portal (RAP) log CA-3

AUDIT PREP DELIVERABLES AND NIST CONTROLS
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US Department of Veterans Affairs (VA) Healthcare Technology Management (HTM)

Medical Device Protection Program | Vulnerability Management

VULNERABILITY MANAGEMENT

UNSUPPORTED OPERATING SYSTEMS

Identification and replacement or mitigation of devices 
running on unsupported operating systems

VULNERABILITY REMEDIATION
Identification, acknowledgement, and remediation of 
known medical device cybersecurity vulnerabilities

SMAK INFORMATION
Automated collection of critical system information 
with linkage to networked medical device inventory

RISK ASSESSMENT
Evaluation and acceptance of risks of each networked 
medical device BEFORE it’s connected to the network

SERVICE MANAGEMENT SYSTEMS
Modernization of HTM service management systems 
for tracking vulnerability management functions

PATCH REPOSITORY

Centralization of clinical system patch approvals, 
inclusive of 26 manufacturers and 7,000 entries

TECHNICAL CONFIGURATION
Standardization of optimized clinical system 
configurations to limit vulnerabilities

ISOLATION ARCHITECHTURE

Separation of networked medical devices from 
the internal, VA enterprise network

VA takes a multi-faceted approach to tracking, reporting, and addressing vulnerabilities
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US Department of Veterans Affairs (VA) Healthcare Technology Management (HTM)

Medical Device Protection Program | Vendor Remote Access

a connection with multiple 
users from the same business 

partner with an MOU/ISA

Site-to-Site
S2S

a connection with a single 
remote user when there is no 

S2S connection

Client-to-Site
C2S

VA HTM ensures vendors use an approved 
and appropriate remote connection to 

support medical devices. Impacts to existing 
infrastructure and operations, hardware 

and software requirements, data sensitivity, 
and security controls are considered when 

implementing new connections.
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US Department of Veterans Affairs (VA) Healthcare Technology Management (HTM)

Medical Device Protection Program | Training & Education

VA offers HTM cybersecurity staff a robust professional 
development program to safeguard technology, build 
their capabilities, and advance in their careers.

COURSE CATALOG
CYBERSECURITY & NETWORKING

HTM111: Introduction to Cybersecurity 

HTM112: Basic Networking for Biomedical Staff

HTM115: Windows Server 

HTM211: Introduction to Operating Systems & SQL

HTM212: Intermediate Networking 

HTM213: Introduction to Virtual Machines 

HTM214: Principles of HTM Cybersecurity

PANED210: Firewall Essentials

HTM311: DICOM Fundamentals

HTM312: Introduction to HL7

Live in-person and online 
full-day+ training courses

Recorded webinars and short-
form HTM Bytes videos

Prep courses, coaching, and 
vouchers for HTM certifications

COURSES

WEBINARS

CERTIFICATIONS
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US Department of Veterans Affairs (VA) Healthcare Technology Management (HTM)

Medical Device Protection Program | Emerging Technologies

VA HTM continuously identifies, researches, evaluates, implements, and 

utilizes emerging technologies to better secure medical devices/systems.

NETWORKED DEVICE 
VISIBILITY TOOL

SIM LEARN 
LAB

Asset Management

Asset Discovery

Vulnerability Management

Network Analysis

Data Visualization

Hyperconverged Virtual Stack

Virtual Server Catalog

Penetration Testing
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US Department of Veterans Affairs (VA) Healthcare Technology Management (HTM)

Medical Device Protection Program | Programmatic Priorities

OVERARCHING PRIORITIES

Strengthen communications 
with VA HTM field

Build relationships within VA and 
with industry and fellow agencies

Recruit and retain skilled HTM  
cybersecurity professionals



US Department of Veterans Affairs (VA) Healthcare Technology Management (HTM)
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NMDD Screenshot | Devices
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US Department of Veterans Affairs (VA) Healthcare Technology Management (HTM)

NMDD Screenshot | Device Detail
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US Department of Veterans Affairs (VA) Healthcare Technology Management (HTM)

VA Directive 6550 | Appendix A
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VA DIRECTIVE 6550 Appendix A  
To be completed for all procurements of network-
connected medical devices and non-network-connected 
medical devices that store sensitive information. For 
client/server systems, a separate 6550 Appendix A is 
required for each the client and the medical server.
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