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1999 Institute of Medicine Report:

*”To Err is Human”, Institute of Medicine, November 1999. National Academy Press

“More commonly, errors are caused 
by faulty systems, processes, and 
conditions that lead people to make 
mistakes or fail to prevent them”

Lessons learned since . . .



3

and from the 

continued 

investigation 

and reporting 

of medical 

device-related 

incidents.



http://www.help.senate.gov/hearings/hearing/?id=478e8a35-5056-

a032-52f8-a65f8bd0e5ef

Current estimates of 

accidental deaths . . .



http://ieeexplore.ieee.org/stamp/stamp.jsp?tp=&arnumber=6509886

“Malfunctioning medical devices are one of the leading causes 

of serious injury and death in the U.S.  Between 2006 and 2011, 

5,294 recalls and approximately 1.2 million adverse events were 

reported to the FDA.  Almost 23% of these recalls were due to 

computer-related failures, of which approximately 94% 

represented medium to high risk of severe health consequences 

(injuries or death) to patients”.



Resources . . .



Forensic Engineering . . .

“ . . . is the investigation of  materials, products, structures or 

components that fail or do not operate/function as intended, 

causing  personal injury or damage to property. The 

consequences of failure are dealt with by the law of product 

liability.

 . . .helps the injured party, their attorneys, judges, and juries 

determine the cause of accidents, injuries, or deaths.” (1).

1.  http://en.wikipedia.org/wiki/Forensic_engineering https://nafe.org



Optimally, 

incident investigations are a team effort

Clinical Engineering

/ HTM

Clinical Leadership / 
Nursing 

Patient Safety Facilities

Risk 
Management



The value of an 

interdisciplinary 

response team

Clinical 
Engineering

/ HTM

Clinical 
Leadership / 

Nursing 

Patient 
Safety

Facilities

Risk 
Managem

ent

• Different disciplines 

often see, process, 

and interpret the 

same things 

differently.

• Differing 

backgrounds and 

perspectives may 

also create 

communication 

problems, power 

struggles.
The Good,

bad, and ugly.



The Purpose: Why we investigate incidents ?

Improved Patient Safety:

• Determine root cause(s)

• Prevent recurrence

• Adapted from: C. Schabowsky, ECRI, October, 2020.



The Purpose: Why we investigate incidents ?

For the same reason, 

the NTSB exists



Healthcare has much to learn 

from the aviation industry



www.patientsafety.va.gov/

VA hospitals have borrowed and implemented 

many safety concepts from the aviation industry 



Improved Patient Safety . . .

Patient injuries

Patient deaths

Interruptions in care

Use error

User anxiety

Lawsuits

D
e
c
re

a
s
e
s

In
c
re

a
s
e
sPatient outcomes

Patient satisfaction

Clinical workflow

Equipment usability

Reimbursement

User satisfaction



The Why of Incident Investigations:
Complementary & Competing Perspectives

Patient 
Safety

Professional,  
Ethical

Regulatory
Scientific, 

Engineering

Legal



https://www.nspe.org/sites/default/files/resources/pdfs/Ethics/EthicsReferenceGuide.pdf

“Engineering is an important and learned profession. 

As members of this profession, engineers are 

expected to exhibit the highest standards of honesty 

and integrity. Engineering has a direct and vital impact 

on the quality of life for all people. Accordingly, the 

services provided by engineers require honesty, 

impartiality, fairness, and equity, and must be 

dedicated to the protection of the public health, safety, 

and welfare. Engineers must perform under a standard 

of professional behavior that requires adherence to 

the highest principles of ethical conduct.”

Professional,  
Ethical



Professional,  
Ethical

“It may seem a strange 

principle to enunciate 

as the very first 

requirement in a 

Hospital - that it 

should do the sick no 

harm”.
Florence Nightingale

Notes on Hospitals, 1859



21 CFR 803, Medical Device Reporting, provides specific MDR regulatory 

definitions. MDR reportable event (or reportable event) means: 

• An event that user facilities become aware of that reasonably suggests 

that a device has or may have caused or contributed to a death or 

serious injury; or, 

https://accenet.org/publications/Downloads/Reference%20Materials/MDII%202018%20guidebook.pdf

Regulatory

• An event that manufacturers or importers become aware of that reasonably suggests 

that one of their marketed devices:

  o  May have caused or contributed to a death or serious injury; or, 

  o  Has malfunctioned and that the device or a similar device marketed by the 

manufacturer or importer would be likely to cause or contribute to a death or 

serious injury if the malfunction were to recur. 



https://accenet.org/publications/Downloads/Reference%20Materials/MDII%202018%20guidebook.pdf

Regulatory



https://www.beckershospitalreview.com/quality/cms-issues-new-hospital-patient-safety-

measures.html

Regulatory



Regulatory

“Hospital staff did not report 86 % of events to 

incident reporting systems, partly because of staff 

misperceptions about what constitutes patient harm.”

Reported hospital 

incidents

Lost 

learning 

opportunity !



The Why of Incident Investigations:
Complementary & Competing Perspectives

Patient 
Safety

Professional,  
Ethical

Regulatory
Scientific, 

Engineering

Legal



”Nobody wants failures. 

But you also don’t want to 

let a good crisis go to 

waste.”

”Failures always teach 

us more than the 

success about the 

design of things.”

Scientific, 
Engineering



A complete and thorough incident 

investigation and reconstruction may 

require a combination of reasoning 

skills.

Scientific, 
Engineering



Event or Observation

Hypothesis

Fact gathering

Conclusions

Root Cause(s)

Deductive reasoning systematically and logically progresses from 

the initial event or observation to its root cause(s)

Preliminary & cautious  idea 

of what may have 

happened.

Evidence collection, interviews, 

and equipment testing.

Analysis

Replication = Proof



Experimental results / observations

Theory

Patterns or relationships

Hypothesis

LAW
Stable and 

repeatable 

relationships may 

result in a new law.

Inductive reasoning 

systematically and 

logically progresses 

from specific results or 

observations towards a 

generalized theory.



Hospitals have become high-

tech, high-risk, complex systems 

within systems



Begin each investigation from a ‘sterile’ and 

systems perspective

Patient, 

Clinician

Interface

Machine

Noise Levels 

(alarm fatigue)

Lighting

Electrical / Gases

Facility 

Design

Environmental

Temperature



Interface complexity increases dramatically when patients 

become – literally – one with machines.

Fluidic -
Blood pressure

Electrical  -
ECG

Pneumatic -
Ventilator

Optical -
Pulse oximetry



Machine 

communicates 

with the clinician 

through display 

labeling, icons, 

waveforms, 

visual, and 

auditory alarms.

Clinician communicates with the 

machine via touch screens, 

pushbuttons, controls.

Interface

Patient / Clinician - machine interface:



Human-machine interface remains the source of much use 

error and frustration

Interface

A poorly designed user interface 

encourages mistakes and 

frustration by making the user feel 

stupid.
“go&^$mn, 

^%ucking, piece of 

%@it !!!!!!”



Some holes may 

be due to active 

failures or latent 

conditions.

Hazards

Patient

Harm

Begin each investigation with a procedural framework . . .

Adapted from J. Reason. Human Error: models and management. 

British Medical Journal; 320: 768-770. 2000.

Recognize that despite 

multiple protective 

barriers, there may be 

imperfections, flaws 

(holes) – through 

which intrinsic hazards 

may pass unimpeded 

– to the patient.



Active Failures . . .

 “ are the unsafe acts committed by people who are in direct 

contact with the patient or system. They take a variety of forms: 

slips, lapses, fumbles, mistakes, and procedural violations.  

Active failures have a direct and usually short-lived impact on 

the integrity of the defenses. . . 

   “Followers of the person {to blame] approach often look no 

further for the causes of an adverse event once they have 

identified these proximal unsafe acts.” 

J. Reason, Human error: models and management, British Medical J., 320:768-770, 2000



Latent conditions. . .

J. Reason, Human error: models and management, British Medical J., 320:768-770, 2000

 “are the inevitable  ‘resident pathogens’ within the system. They 

arise from decisions made by designers, builders, procedure writers, and 

top-level management. Such errors typically lie dormant in the system for 

lengthy periods of time. . . Latent conditions have two kinds of adverse 

effect: they can translate into error provoking conditions within the local 

workplace (e.g., time pressure, understaffing, inadequate equipment, 

fatigue, and inexperience) and they can create long-lasting holes or 

weaknesses in the defenses (untrustworthy alarms and indicators, 

unworkable procedures, design and construction deficiencies, etc). 

Unlike active failures, whose specific forms are often hard to foresee, 

[some] latent conditions can be identified and remedied before an adverse 

event occurs. Understanding this leads to proactive rather than reactive 

risk management.” 



The Why of Incident Investigations:
Complementary & Competing Perspectives

Patient 
Safety

Professional,  
Ethical

Regulatory
Scientific, 

Engineering

Legal

?

?



Defendant Plaintiff

Legal

(typical scenario)

vs.



If your hospital is sued, will your investigation and 

findings hurt or help your case ? 



https://lawshelf.com/coursewarecontentview/discovery-and-federal-rule-of-civil-procedure-11/

Important Legal Concepts:

Discovery:
“ is the process during which parties to a lawsuit investigate the case and during which 

information is revealed. Discovery is governed by Rules 26-37 of the Federal Rules of Civil 

Procedure. It often entails the collection and request for documents, the exchange of 

information between parties, and other activities related to the acquisition of information 

that is relevant to the lawsuit. Sometimes, discovery is compulsory, i.e., a party is required 

by law to reveal certain pieces of information relevant to a lawsuit. Discovery comprises 

depositions, requests for admission, request for production, and interrogatories.

Evidence:
is any object or thing that will establish or tends to establish relevant fact in a lawsuit. It may 

be the testimony of a witness, a map, video, recording, etc.

Interrogatory:
is a list of questions submitted to an opposing party during the discovery process that is 

related to the substance of the lawsuit.”



Important Legal Concepts:

Spoliation of Evidence:

“ is the intentional, reckless, or negligent withholding, hiding, altering, 

fabricating, or destroying of evidence relevant to a legal proceeding.”

“ . . . courts have established that a person has a duty to maintain and 

preserve evidence if the evidence is relevant to pending, imminent, or 

reasonably foreseeable litigation.” But,

a Washington Court of Appeals also held that “ pre-lawsuit behavior doesn’t 

amount to spoliation if it is done in good faith, even it that behavior results in 

the destruction of evidence.”

https://www.sackstierney.com/articles/flaherty/spoliation.htm;

Black's Law Dictionary (8th ed. 2004); Castillo v. Chief Alternative, LLC, 140 P.3d 234, 236 (Colo. App. 2006). 

https://www.sackstierney.com/articles/flaherty/spoliation.htm
https://en.wikipedia.org/wiki/Black%27s_Law_Dictionary


Ventilator-dependent infant died at home. Parents 
claiming machine just stopped and are now 

attempting to sue manufacturer.

Alarm limits improperly set; alarm 
volume set too low, or obstructed; 

home ambient noise levels too high; 
ventilator failure.

Performance testing and 
event log downloaded.

Conclusions

Root Cause(s)

Suspected 

Ventilator-Related 

Deaths



When in any doubt on how to best test and interrogate an 

involved device, ALWAYS test on an exemplar machine first !

Verify all testing 

procedures on an 

identical model 

machine first,

before testing on the actual 

machine involved in the incident.



Performance testing 
and event log 
downloaded.

Test procedures 

adapted from service 

manual.

1. Verify & document 

testing procedures and 

performance results.



Performance testing 
and event log 
downloaded.

2. Download, parse, 

and organize event log



Performance testing 
and event log 
downloaded.

2. Download, parse, 

and organize event log

But, 911 was not called until over two hours later . . . 



Another suspicious ventilator-related infant death suggested 

through a downloaded event log. . .

Machine is 

turned off 

here

TRACE:391:LO PEEP0 E 90C 89 6/12/2011 1:13:18 PM

TRACE:385:LO PRES0 E 50C 28 6/12/2011 1:13:19 PM

TRACE:405:HOUR MTR E 3C 1 6/12/2011 1:13:21 PM

TRACE:406:VENT 0E 2C 1 6/12/2011 1:13:24 PM

TRACE:407:VENT 1E 1C 1 6/12/2011 5:08:09 PM

TRACE:408:NEW PTNT E 91C 1 6/12/2011 5:08:10 PM

TRACE:409:LO PEEP1 E 89C 1 6/12/2011 5:09:26 PM

TRACE:410:LO PEEP0 E 90C 1 6/12/2011 5:09:28 PM

TRACE:412:LO PRES1 E 49C 1 6/12/2011 5:09:57 PM

TRACE:413:LO PRES0 E 50C 1 6/12/2011 5:10:01 PM

TRACE:416:HI PRES1 E 42C 1 6/12/2011 5:10:28 PM

TRACE:417:TBN ZERO E 45C 1 6/12/2011 5:10:29 PM

TRACE:418:HI PRES0 E 43C 1 6/12/2011 5:10:29 PM

TRACE:422:HIGH DIS E 8C 1 6/12/2011 6:16:50 PM

TRACE:423:DISC 0E 10C 1 6/12/2011 6:16:51 PM

and turned 

back on here



Defibrillation was attempted on patient in cardiac 
arrest. Upon discharge of the machine, a ball of 

flame engulfed the patient’s head and neck.

Conclusions

Root Cause(s)

Defibrillator-

Related Fire & 

Patient Burns



Defibrillation was attempted on patient in cardiac 
arrest. Upon discharge of the machine, a ball of 

flame engulfed the patient’s head and neck.

Conclusions

Root Cause(s)

Starting a fire requires: fuel, 

oxygen, and an ignition source. . . 

but, how did this happen ?

?



Defibrillation was attempted on patient in cardiac 
arrest. Upon discharge of the machine, a ball of 

flame engulfed the patient’s head and neck.

Analysis &

 Conclusions

Root Cause(s)

Starting a fire requires: fuel, 

oxygen, and an ignition source. . . 

Fact gathering & staff 

interviews

Defibrillator sequestered & 

tested; disposables collected; 

patient, bed, equipment settings, 

photographed.



Reconstruction:

𝑽𝒐𝒄 = √
ሻ2(300𝑱

12𝝁𝑭

High FiO2 setting

     from ventilator 

Insufficient 

paddle contact

Proximity of 

disconnected breathing 

circuit to defib paddle

~ 7000 volts

Neck dressing



A 30-month-old PICU patient went into cardiac 
arrest and suffered permanent brain injury 

following an overdose of epinephrine from a free-
flowing IV.

Conclusions

Root Cause(s)



The hospital was claiming a defective IV pump as 
the cause.

Conclusions

Root Cause(s)

Specifically, they claimed that 

these pumps had a history of door 

roller breakage.

Question: would the pump even 

operate with a missing door 

roller?



Exemplar pump testing and analysis:

1. Evaluate pump design, fluid flow 

control features, alarms.

Closed door 

keeps cassette 

engaged with 

moving control 

pins.



Exemplar pump testing and analysis:

2. Characterize operation and behavior 

of manual cassette functions.

IV line can be 

initially set up 

and primed 

independent of 

the pump by 

manual control 

of the cassette 

flow regulator 

valve.  

Valve may be 

manually turned 

or pulled to start 

flow.



Exemplar pump testing and analysis:

2. Characterize operation and behavior 

of manual cassette functions.

The pump takes 

over control of this 

flow regulator valve 

once the cassette is 

securely attached to 

the pump.



Exemplar pump testing and analysis:

3. How can door rollers be broken?

Destructive door roller test.  If 

the cassette is not fully seated 

and the door is forced close, the 

roller axel can be sheared off.



Exemplar pump testing and analysis:

4. Could the pump even operate with a missing door roller?

Yes, a pump with a broken 

cassette door roller could be 

‘fooled’ into passing its initial self 

tests and suspending any alarms if 

– and only if – its door was 

manually held closed with 

sufficient force during the self test. 

Pump with 

missing door 

roller.



Exemplar pump testing and analysis:

However, and 

specifically, it would 

require this sequence 

of events in order to 

defeat cassette and 

door alarms and 

allow the pump to 

finish its self-test: 



The infusion pump was not defective, did not have a 
broken door roller, and was operating properly with the 
patient upon arrival to the PICU.

In the process of discontinuing and removing the 
epinephrine line from the pump, the flow regulator valve 

on its cassette was moved to its open position.

The epinephrine line was not clamped off before being 
removed from the pump.

Conclusions

Root Cause(s)

“The administration of multiple IV infusions to a single patient is a 

complex task with many potential associated patient safety risks”.

Multiple Intravenous Infusions Phase 1b: Practice and Training Scan. A. Cassano-Piche, et al. 

Health Technology Safety Research Team, Institute for Safe Medication Practices Canada.



Conclusions

Root Cause(s)

Male dies seven days after a laparoscopic removal of his 

gallbladder.  Autopsy revealed massive peritonitis caused by 

a thermal burn through his stomach. 

Hypothesis ?

Surgical error; stray coupling of 

electrosurgical currents  ?





https://www.medicaldesignbriefs.com/; Encision.



Repeated ‘cold’ sterilization (glutaraldehyde) of 
laparoscopic instruments degraded insulation.

Conclusions

Root Cause(s)

The use of available and functioning active ESU electrode 
monitoring technology would have prevented burns to the 
patient’s stomach and fatal consequences.

Regularly inspect and test insulation integrity of 
laparoscopic instruments.

“Conclusion: There is an unacceptably high prevalence of instrument insulation failure in gynecologic 

laparoscopic instruments.  Visual inspection is  not an appropriate screening mechanism for insulation 

failure but routine biomedical testing reduces the prevalence of defective laparoscopic instruments”.

Yazdani, A., et al. Journal of Minimally Invasive Gynecology, 14, 228-232. (2007).





Conclusions

Root Cause(s)

Cath lab personnel (understandably) assumed the injector was 

correctly filled as the injector head was in its correct downward 

position and the syringe plunger fully retracted.

The manufacturer of this injector offered an air emboli detector 

for the syringe – but only as an ‘option’ and not an integral part 

of the design.

Is this 

syringe filled 

with clear 

contrast 

agent or air ?



Treat every adverse event, injury, accidental 

death as a precious learning opportunity . . .

Seek to identify the active failures and latent 

conditions - within the system – that 

contributed to the event.

Do not just manage the last error.

Eliminate the tendency

 to blame ! !

Lessons Learned:



“The only real 

mistake is the 

one from which 

we learn 

nothing”.                      
       - Henry Ford

Thanks !
fennigko@msoe.edu
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